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A package is just a collection of files

gimp.deb

+- control.tar.gz

| +- control

| +- md5sums

| +- postinst

| +- postrm

+- data.tar.xz

| +- usr

| +- bin

| | +- gimp

| +- lib

| | +- gimp

| +- share

| +- applications

| +- man

+- debian-binary

Generally just archives full of binaries and libraries

Structure of archive is just a directory tree

Installation is a mass-copy and optional install script

Even APKs, iOS apps, and Windows store apps are ‘packages’
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The client is a glorified file downloader

$ yum install gimp

Installing: gimp

Installing for dependencies: gtk3, libpng

A package manager is a utility that will:

download software

identify and fetch third-party dependencies

detect updates

use mirrors to spread load geographically

use a library to perform the actual installation
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The server does absolutely no computation

A repository is just an HTTP or FTP server

Multiple sites can be mirrored on one server

One rsync command pulls all changes

The easier it is, the more people will want to help out
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The most abstract view of the repository
You ask for something and you get it!

client repository

Give me ‘linux’.

Here’s ‘linux’.
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Package ‘linux’ has dependencies, though
Which you only learn about after the initial download...

client repository

Give me ‘linux’.

Here’s ‘linux’.

OK, now I need ‘coreutils’ and ‘kmod’.

Here you go!

...and now ‘glibc’ and ‘pam’...

More?  OK...
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Worst case scenario – unsatisfiable dependencies
But only after downloading 100MB of other packages

client repository

And ‘acl’!

Fine, but this is getting crazy.

And ‘bash’!

404 NOT FOUND

ABORT: DEPENDENCIES UNSATISFIABLE
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The best fix is to work out dependencies first
Don’t start downloading files until we know it’s OK

client repository

What does EVERYTHING depend upon?

Here’s ‘alldeps.txt’.

OK, now I need ‘linux’, ‘coreutils’, ‘kmod’, ‘glibc’, ...

Here you go!

Successfully installed linux!
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The dependency list is a very large file
So downloading it if it hasn’t changed is wasteful

client repository

GET ‘alldeps.txt’

OK! (10MB)

GET ‘bluez’

OK! (347KB)

Successfully installed bluez!
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And now we have a good system!
Good enough to use in practice, even...

client repository

What’s the file hash for the newest ‘alldeps.txt’?

Here’s ‘hash.txt’.

OK, my cached version is old.  Give me ‘alldeps.txt’.

Here’s ‘alldeps.txt’.

OK, now I need ‘linux’, ‘coreutils’, ‘kmod’, ‘glibc’, ...

Here you go!

Successfully installed linux!
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Our 5 minute thought experiment had three stages

�� ��See if packages and metadata have changed

then�� ��Fetch new metadata to allow dependency resolution

then�� ��Download relevant packages

Let’s try apt-get update; apt-get install mtr-tiny
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See if packages and metadata have changed

$ sudo apt-get update

Get:1 ftp.uk.debian.org jessie InRelease [162 kB]

...

What’s in ‘ftp.uk.debian.org/debian/dists/jessie/InRelease’?

d3a2e367c3171c6edf25f431250a38ac 12654818 main/binary-all/Packages

228afd3b80b42851f21268d3bfbd80f4 30638240 main/binary-amd64/Packages

2fbe443f6a3ec7b0d76c627aa167d9f2 29827127 main/binary-armel/Packages

e21318a2b6cc210cc52bfe132a95b277 29878415 main/binary-armhf/Packages

2a0d8a2af82d71f8852146dddd1c19ae 30649718 main/binary-i386/Packages

9e3b3932eddfaece831740d3db88efa9 28663190 main/binary-ia64/Packages

e077084a9167c94b535a672cfcaaa8e1 28805126 main/binary-kfreebsd-amd64/Packages

215d5197b3915424ee3f7572246a191a 28743453 main/binary-kfreebsd-i386/Packages

83e6ea1fc12497973d246e875e4d11e0 29536977 main/binary-mips/Packages

c48042aef6107ff41734ff181956d688 29650260 main/binary-mipsel/Packages

27cc98cad606c24a91a666493e130baa 30135352 main/binary-powerpc/Packages

27da2395d2265c90edd178b78170444f 28302234 main/binary-s390x/Packages

fe236d9db51fb375ba2621184005084e 29870665 main/binary-sparc/Packages



Package manager 101 Communicating with a repository Breaking package managers My Part II project

See if packages and metadata have changed

$ sudo apt-get update

Get:1 ftp.uk.debian.org jessie InRelease [162 kB]

...

What’s in ‘ftp.uk.debian.org/debian/dists/jessie/InRelease’?

d3a2e367c3171c6edf25f431250a38ac 12654818 main/binary-all/Packages

228afd3b80b42851f21268d3bfbd80f4 30638240 main/binary-amd64/Packages

2fbe443f6a3ec7b0d76c627aa167d9f2 29827127 main/binary-armel/Packages

e21318a2b6cc210cc52bfe132a95b277 29878415 main/binary-armhf/Packages

2a0d8a2af82d71f8852146dddd1c19ae 30649718 main/binary-i386/Packages

9e3b3932eddfaece831740d3db88efa9 28663190 main/binary-ia64/Packages

e077084a9167c94b535a672cfcaaa8e1 28805126 main/binary-kfreebsd-amd64/Packages

215d5197b3915424ee3f7572246a191a 28743453 main/binary-kfreebsd-i386/Packages

83e6ea1fc12497973d246e875e4d11e0 29536977 main/binary-mips/Packages

c48042aef6107ff41734ff181956d688 29650260 main/binary-mipsel/Packages

27cc98cad606c24a91a666493e130baa 30135352 main/binary-powerpc/Packages

27da2395d2265c90edd178b78170444f 28302234 main/binary-s390x/Packages

fe236d9db51fb375ba2621184005084e 29870665 main/binary-sparc/Packages
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Fetch new metadata

...

Ign ftp.uk.debian.org jessie/main i386 Packages

and what’s in ‘.../jessie/main/i386/Packages.gz’? (8MB)

1| Package: 0ad

...| ...

480342| Package: mtr-tiny

480343| Version: 0.85-2

480344| Installed-Size: 301

480345| Replaces: mtr

480346| Depends: libc6 (>= 2.15), libncurses (>= 5.7+20100313)

480347| Conflicts: mtr, suidmanager (<< 0.50)

480348| Filename: pool/main/m/mtr/mtr-tiny 0.85-2 i386.deb

480349| Size: 138610

480350| MD5sum: 293fb8b1b5af80ebf3b2f3833942f206

...| ...

760082|
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Fetch new metadata

...

Ign ftp.uk.debian.org jessie/main i386 Packages

and what’s in ‘.../jessie/main/i386/Packages.gz’? (8MB→31MB)

1| Package: 0ad

...| ...

480342| Package: mtr-tiny

480343| Version: 0.85-2

480344| Installed-Size: 301

480345| Replaces: mtr

480346| Depends: libc6 (>= 2.15), libncurses (>= 5.7+20100313)

480347| Conflicts: mtr, suidmanager (<< 0.50)

480348| Filename: pool/main/m/mtr/mtr-tiny 0.85-2 i386.deb

480349| Size: 138610

480350| MD5sum: 293fb8b1b5af80ebf3b2f3833942f206

...| ...

760082|
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Dependency resolution

mtr-tiny
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Dependency resolution

mtr-tiny

libncurses5

mtr

libc6
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Dependency resolution

mtr-tiny

libncurses5

mtr

libc6

libtinfo5 libc-bin libgcc1
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Dependency resolution

mtr-tiny

libncurses5

mtr

libc6

libtinfo5 libc-bin libgcc1

gcc47-base
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Dependency resolution

mtr-tiny

libncurses5

mtr

libc6
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Download relevant packages

$ sudo apt-get install mtr-tiny

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages will be REMOVED:

mtr

The following NEW packages will be installed:

mtr-tiny

0 upgraded, 1 newly installed, 1 to remove.

Need to get 139 kB of archives.

After this operation, 150 kB of additional disk space

will be used.

Get:1 ftp.uk.debian.org/debian jessie/main mtr-tiny

i386 0.85-2 [139 kB]



Package manager 101 Communicating with a repository Breaking package managers My Part II project

Dependencies quickly become complicated

libxrender

ttf-opensans-ib

lib32-alsa-lib

libutempter

pkgfile

binutils-multilib

amarok

acl

xcb-util

xf86-video-intel

i2c-tools

ttf-liberation-ib

ttf-noto-serif-multilang-ib

wpa_supplicant

libreoffice-gnome

gst-plugins-good

libssh2

chromium

cpio

texlive-fontsextra perl-xml-simple
xz

xfce4-genmon-plugin

namcap

xfce4-verve-plugin

lib32-freetype2-infinality-ultimate

gstreamer0.10-good

pkg-config

aspell-en

xfig

smartgithg

libwebp

gpm

v4l-utils

gpa

bbswitch

unrar

libfontenc

lib32-libxfixes

cups-pdf

bitcoin-daemon

libcdio

gtkmm

gksu

pixman

iw

perl-libwww

evince

ppp

ttf-lohit-punjabi-ib

gstreamer0.10-base-plugins

mesa-libgl

spandsp

apache-ant

primus

gtk2-xfce-engine

gifsicle

gcc-multilib

fontconfig-infinality-ultimate

libcanberra

libasyncns

bitcoin-qt

pastebinit

otf-quintessential-ib

lib32-sqlite

texlive-core

libsoup

xterm

ttf-freefont

wxgtk

pacman

xfce4-mpc-plugin

archiso

otf-crimson-text-ib

nasm

openjpeg

transmission-cli

mplayer

libx11

xorg-xprop

sdl

gstreamer0.10-base

screen

gdbm

udisks2

lm_sensors

openssl

texlive-games

opensshlibxext

libproxy

pygtk

unace

weston

cellwriter

atkmm

giflib

sed

opencore-amr

xorg-xmodmap

xdot

ttf-sawarabi-ib

arj

device-mapper

wine_gecko

aisleriot

libgcrypt

smem

python2-gevent

sane
lirc-utils

lib32-libxrandr

perl-uri

python2-httplib2

ttf-dejavusans-yuanti-basic-ibx

libsm

colord

libpciaccess

usbutils

faenza-cupertino-icon-theme

perl-io-tty

kolmafia-svn

libraw1394

weechat

tevent

t1-inconsolata-zi4-ibx

gcolor2

lib32-nvidia-libgl

man-pages

lib32-libsm

ntfs-3g

libtiff

thunar-volman

harfbuzz

ttf-noto-sans-multilang-ib

libmygpo-qt

lib32-libx11

gettext

pavucontrol

libimobiledevice

cdparanoia

libevent

mosml-git

jack

lib32-fontconfig-infinality-ultimate

run-parts

gnu-netcat

qt5-multimedia

bdf-unifont

vi

xkeyboard-config

perl-html-tagset

qt5-declarative

libisofs

avahi

libdvdread

libsamplerate

ffmpeg

lib32-flashplugin

perl-finance-quote

libogg

gstreamer0.10-python

libreoffice-sdk-doc

json-c

neon

rtmpdump

intellij-idea-community-edition

aegisub

xorg-iceauth

libmariadbclient

ttf-merriweather-ib

python-dbus

ipython

libxmu

scilab

libxcursor

otf-cantoraone-ib

gzip

pam

libice

make

libmpcdec

gimp

lkeyholetv

libgnomecanvas

ttf-droid-ib

pulseaudio-alsa

sandbox

texlive-music

lib32-libxcursor

libvorbis

libldap

perl-file-mimeinfo

python2-pyqt4

libxfixes

fuse

libxft

pvgstreamer0.10-bad-plugins

libusbx

kazam

m4

popt

twolame

pcmciautils

thunderbird

elementary-xfce-icons

fftw

libspiro

dropbox-experimental

otf-latin-modern-ibx

rpm

xournal

libshout

garcon

xfce4-systemload-plugin

jfsutils

t1-source-code-pro-ibx

libgnome

networkmanager

dupeguru-me

tintin

samba

libunistring

lcms2

texlive-pstricks

lua51

logrotate

xorg-fonts-type1

lightzone

nspr

maven

xcursor-human

libdv

xf86-input-synaptics

ttf-dejavusans-yuanti-condensed-ibx

flex

lame

ttf-ubuntu-font-family-ib

polkit

desktop-file-utils

inputproto

libxxf86dga

xfce4-notifyd

libreoffice-writer

libvdpau

libbsd
libmodplug

projectm

reptyr

pacgraph

llvm-libs

perl-http-date

lib32-libxdmcp

perl-app-cpanoutdated

libsigc++

libtheora

xorg-fonts-encodings

libpulse

cmake

libedit

ttf-himalaya-fonts-ib

gnome-vfs

arpack

iotop

grub

x264

mtdev

hypercalc

xfce4-terminal

t1-source-sans-pro-ibx

trimage-git

ttf-vlgothic-ib

xf86-input-wacom

startup-notification

fribidi

haguichi

poppler-glib

pyqt4-common

texlive-langcyrillic

libart-lgpl

libcdio-paranoia

faad2

libmng

reiserfsprogs

reflector

abs mosh

chromium-libpdf-stable

python-dbus-common

qt5-svg

lib32-fakeroot

wavpack

cuda

lua51-expat

bison

linux

lib32-libjpeg-turbo

gparted

kdelibs

libgnomeui

ghostscript

xfce4-datetime-plugin

lua51-bitop

doxygen

otf-andada-ibx

xbindkeys

jre7-openjdk

libburn

libmtp

texlive-langcjk

redland

ttf-symbola-ib

gsm

htop

otf-tex-gyre-math-ibx

nmap

gdk-pixbuf2

libdvdnav

lib32-gcc-libs

dupeguru-pe

lxdm

wayland

portaudio

perl-cpanplus-dist-arch

libreoffice-draw

subversion

perl-dbd-sqlite

libdrm

gc

pulseaudio-ctl

xscreensaver

xdg-utils

dconf

gd

libreoffice-kde4

mjpegtools

glib2

e2fsprogs

ttf-lohit-oriya-ib

flac

libssh

ttf-saweri-ib

libidn

cpanminus

xfce4-mixer

shared-mime-info
audacity

openal

sqliteman

xfce4-screenshooter

gst-plugins-base-libs

harfbuzz-icu

filezilla

hwids

libxcb

python

libsecret

atk

xfconf

pm-utils

lib32-libtiff

gnome-font-viewer

perl-cpanplus-dist-build

xorg-server

libid3tag

xfce4-session

gvim

celt

otf-libre-baskerville-ib

powerline-fonts-git

man-db

texlive-genericextra

enchant

xvidcore

dbus

vte-common

xfce4-artwork

talloc

libxdamage

xfce4-appfinder

ttf-amble-ibx

libreoffice-impress

libpcap

26533MB

nvidia

libdc1394

libcap

lib32-mesa

inetutils

tumbler

unix-runescape-client

perl-http-cookies

libxslt

guile

qjson

elfutils

gst-plugins-ugly

aurphan

unzip

fontforge

parted

hicolor-icon-theme

libsasl

aurvote

networkmanager-pptp

gvfs-smb

gcstar

libgme

otf-melthofonts-ib

xorg-xev

terminus-font

libxfce4ui

libatasmart

gstreamer

lib32-xz

util-linux

lxsplit

xextproto

lib32-dbus intel-ucode

libxml2

gist

handbrake

bash-completion

libmms

ifuse

libcaca

xfce4-settings

t1-libertine-ibx

ttf-clear-sans-ibx

xosd

autoconf

keyutils

json-glib

mesa

qt5-base

libquicktime

libnl

libdvdcss

t1-adobe-utopia-ib

qtcreator

libaio

gtk3-xfce-engine

libxvmc

git

perl

xfce4-power-manager

ttf-droid-monovar-ibx

python2-dbus

which

libsidplay

oh-my-zsh-git

gst-plugins-base

exo

bzr

mscgen

libreoffice-common

t1-paratype-ib

pcre

procps-ng

xfce-theme-greybird-git

ttf-chromeos-ib

python-xdg

libarchive

devede

ruby

parallel

polyml

imagemagick

rtorrent

kdirstat

wget

xfdesktop

libbluray

libxkbfile

ttf-carlito-ib

speex

clamav

gstreamer0.10-vaapi

texlive-plainextra

gpgme

lib32-bzip2

intel-tbb

xorg-server-common

xfce4-panel

ed

qt4

otf-signika-family-ib

libreoffice-calc

ttf-caladea-ib

lib32-libxi

meld lib32-libxv

skype

ttf-merriweather-sans-ib

texlive-latexextra

smpeg

libxres

kmod

t1-cursor-ib

asciinema

nano

smartmontools

gnome-icon-theme

mlocate

dmidecode

mpfr

fixesproto

t1-dejavu-ib

libxfont

os-prober

patch

t1lib

libexif

texlive-bibtexextra

python-setuptools

perl-date-manip

wireshark-gtk

attr

qt5-graphicaleffects

krb5

libpng

libmad

memtest86+

graphite

tagainijisho

lvm2

texlive-langgreek

pacnew_scripts

networkmanager-openvpn

ttf-lklug-ib

zlib

tdb

perl-lwp-mediatypes

s-nail

findutils

libxv

libdca

libxt

gmp

ttf-courier-prime-ib

librsvg

libxtst

jape

flashplugin

libxi

libtxc_dxtn

lib32-glib2

texlive-formatsextra

xorg-server-xvfb

yajl

ldb

libnotify

readline

ttf-dejavusans-yuanti-mono-ibx
dupeguru-se

lib32-libxau libpng12

gdb

otf-lato-ib

classpath

texlive-pictures

libsndfile

gtk2

libxrandr

mozilla-common

lib32-libpulse

lib32-libxcb

otf-heuristica-ib

libreoffice-math

clang

python-pip

mime-types

libwnck

vlc

ocaml

pangomm

thunar-archive-plugin

mpg123

perl-html-parser

glibmm

aqemu

libltdl

freetype2-infinality-ultimate

alsa-plugins

ix

sysfsutils

file

blender

glibc

network-manager-applet

cronie

libavc1394

iso-codes

libcap-ng

p7zip

ttf-ddc-uchen-ib

ries

paprefs

python2-gobject2

tor-browser-en

gnome-alsamixer

gnutls

remmina

less

firefox

anki

a52dec

pacaur swi-prolog-devel

lib32-libffi

tcsh

xfwm4-themes
libjpeg-turbo

xproto

pciutils

schroedinger android-studio

libxpm

libva

jasper

gconf

lib32-gtk

perl-encode-locale

lib32-expat

ncurses

ttf-droid

transmission-gtk

net-tools

ttf-noticia-text-ibx

lib32-libxext

systemd

xorg-font-utils

python-sphinx

dnssec-anchors

otf-oswald-ib

lzop

texlive-humanities

cairo-infinality-ultimate

ttf-liberastika-ib

otf-fira-sans-ibx

gsettings-desktop-schemas

llvm

bluez-libs

cryptsetup

libcl

php

qt5-imageformats

libcups

icedtea-web-java7

bumblebee

xkeycaps

glew

xfce4-netload-plugin

ttf-gentium-tug-ibx

lib32-glibc

mpv

texlive-science

t1-ebgaramond-ibx

gnuplot

lzo2

wireless_tools

t1-bh-ib

pulseaudio

xfce4-taskmanager lib32-libstdc++5

lcms

dosbox

dnsutils

expat

expac

libxinerama

libpurple

ttf-ms-fonts

libmatroska

gcc-libs-multilib

gstreamer0.10-good-plugins

ttf-anonymous-pro

libffi

t1-libre-caslon-ibx

libgoom2

perl-net-http

libass
bzip2

aalib

libxfce4util

pango

lib32-libpng

python2-matplotlib

libiec61883

orc

freeglut

smartsvn

gtk3

lib32-libxtst

lib32-libxrender

icu

texinfo

ttf-mph-2b-damase-ib

otf-scada-ibx

expect

libtool-multilib

lib32-attr

python2-cairo

openexr

libmpeg2

chromium-pepper-flash-stable

sublime-text

thunar

lua51-socket

jdownloader2

sip

libxdmcp

raptor

freerapid

qtwebkit

libunique

whois

xfsprogs

pip-tools

file-roller

ttf-junicode-ibx

poppler

opencl-headers zsync

libvpx

ttf-lekton-ibx

libxkbcommon

texlive-langextra

crashplan

quartus-free

sqlitemercurial

systemd-numlockontty

libxcomposite

texlive-htmlxml

lib32-libxdamage

wpa_actiond

xfburn

synapse

aspell

lib32-openssl

python2
automakethunar-media-tags-plugin

pidgin-otr

otf-alegreya-ibx

moreutils

tcl

jdk7-openjdk

faac

perl-xml-parser

libreoffice-postgresql-connector

libmikmod

libgpg-error

ntp

dbus-glib

enca

tig

filesystem

ttf-myanmar3-ib

alsa-utils

perl-http-message

sublime-text-dev

hunspell

xorg-fonts-alias

lib32-zlib

gnucash

opus

lib32-alsa-plugins

db

nss

taglib

texlive-publishers

soundtouch

ristretto

smbclient

lib32-util-linux

sdl_image

xorg-xauth

truecrypt lyx

systemd-sysvcompat

miniupnpc

elinkslibftdi
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Earlier, we created this protocol

client repository

GET hash.txt

OK, hash.txt

GET alldeps.txt

OK, alldeps.txt

GET linux-3.10.deb & deps

OK, linux-3.10.deb & deps

Successfully installed Linux 3.10!
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Our idea is 100% INSECURE!
So were old versions of Arch Linux pacman/FreeBSD ports/Slackware slaktool

client MITM repository

GET hash.txt

FAKE hash.txt

GET alldeps.txt

FAKE alldeps.txt

GET linux-3.10.deb

FAKE linux-3.10.deb

Successfully installed... a virus?
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Two separate mechanisms fix man-in-the-middle attacks

SSL
Google Update, Firefox Updater, AIR apps, Sparkle

Authenticates repository

Generally costs money

Harder to be a mirror

Always decrypted in RAM

56 CAs + 7 governments

Package signatures
apt, pacman, portage, urpmi, yum, ...

Authenticates package

Totally free

Easy to mirror

Decrypted only to sign

Create your own ‘root’
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Signed packages 1 - Lie about newest version
Old CentOS yum/Mandriva urpmi... and CURRENT Arch Linux pacman!

client MITM repository

GET linux-2.6.32.deb

REAL linux-2.6.32.deb

GET hash.txt

FAKE hash.txt

GET alldeps.txt

FAKE alldeps.txt

GET linux-2.6.32.deb

REAL linux-2.6.32.deb

Installed old, exploitable version!
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Signed packages 2 - Modify dependencies
Old CentOS yum/Mandriva urpmi... and CURRENT Arch Linux pacman!

client MITM repository

GET hash.txt

FAKE hash.txt

GET alldeps.txt

FAKE alldeps.txt

GET linux-3.10.deb, ssh-6.deb

GET linux-3.10.deb, ssh-6.deb

REAL linux-3.10.deb, ssh-6.deb

REAL linux-3.10.deb, ssh-6.deb

Installed irrelevant packages!
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Signed packages & metadata - freeze updates
Current Gentoo portage and “Stork Secure Package Manager”

client MITM repository

GET hash.txt

OLD hash.txt

Nothing to do: packages up to date!

GET hash.txt

OLD hash.txt

Nothing to do: packages up to date!

GET hash.txt

OLD hash.txt

Nothing to do: packages up to date!
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! WARNING !

Exploiting computers you don’t own is bad.

Exploiting your own VMs is fine, though.

...so here’s a demo.



Package manager 101 Communicating with a repository Breaking package managers My Part II project

The solution is clear – sign all three stages

This is perfect, if...

Different keys sign each stage

Keys expire at appropriate speeds

Keys are revoked as a precaution

Manual, insecure updates are restricted

Keys are encrypted when not signing
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‘Generic Package Manager’ (GPM) is my solution

Implements ‘three different keys’ to enforce security

Never requires a package format to change

Uses the strategy design pattern to be ‘Generic’

One single package-specific file on client and server

Mirrorable using a single rsync command

Already has full DEB support, Arch underway

Investigating feasibility on Windows
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“More than 25 percent of the [email] volume was sent by things
that were not conventional laptops, desktop computers or mobile
devices; instead, the emails were sent by everyday consumer
gadgets such as ... connected multi-media centers, televisions and
at least one refrigerator.”



Use SSL if you trust these companies

A-Trust Actalis AdCF AOL AS SK
Buypass CA Disig Camerfirma CATCert Certicámara SA
Certigna Certinomis certSIGN Chunghwa Telecom CNNIC
Comodo ComSign D-TRUST DigiCert e-Guven EBG
e-tugra EDICOM Entrust GlobalSign GoDaddy

HARICA IdenTrust Izenpe SA JCSI KEYNECTIS
Microsec NetLock Nets DanID PROCERT QuoVadis

RSA Security S-TRUST SECOM StartCom Swisscom
SwissSign Symantec-TrustCenter Symantec-Verisign T-Systems Taiwan-CA

TeliaSonera Trend Micro Trustis Trustwave TurkTrust
Unizeto Certum Verizon Business VISA Web.com Wells Fargo

WISeKey

Government of France

Hong Kong Post Office, Government of Hong Kong

Japanese Ministry of Internal Affairs and Communications

Government of Spain, ACCV

Government of Taiwan, Root Certification Authority

The Netherlands’ PKIoverheid7

Government of Turkey, Kamu SM



Use SSL if you trust these companies and governments

A-Trust Actalis AdCF AOL AS SK
Buypass CA Disig Camerfirma CATCert Certicámara SA
Certigna Certinomis certSIGN Chunghwa Telecom CNNIC
Comodo ComSign D-TRUST DigiCert e-Guven EBG
e-tugra EDICOM Entrust GlobalSign GoDaddy

HARICA IdenTrust Izenpe SA JCSI KEYNECTIS
Microsec NetLock Nets DanID PROCERT QuoVadis

RSA Security S-TRUST SECOM StartCom Swisscom
SwissSign Symantec-TrustCenter Symantec-Verisign T-Systems Taiwan-CA

TeliaSonera Trend Micro Trustis Trustwave TurkTrust
Unizeto Certum Verizon Business VISA Web.com Wells Fargo

WISeKey

Government of France

Hong Kong Post Office, Government of Hong Kong

Japanese Ministry of Internal Affairs and Communications

Government of Spain, ACCV

Government of Taiwan, Root Certification Authority

The Netherlands’ PKIoverheid7

Government of Turkey, Kamu SM



Certificate Authorities do get hacked

Mid-2009 Many CAs caught missing crucial check
Adding null byte to certificate tricked most browsers

15th Mar, 2011 Comodo partner hacked
9 certificates generated, including Google and Mozilla

10th Jul, 2011 DigiNotar hacked
531 or more certificates stolen, including ‘*’

Aug 2011 TURKTRUST were idiots
Accidentally issued CA certs rather than SSL certs
Wasn’t noticed until 25th Dec, 2012

2012 Verizon-CyberTrust issued TNB a 512-bit EV cert
Valid for 2 years, crackable in 73 CPU days
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